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What the West Needs to Know
about VK Company

This paper analyzes the rise of VK Company and the creation of its su-
per app to increase state surveillance and the dissemination of propa-
ganda in Russia. The app is on its way to combining social networking
and services related to healthcare, education, and e-government under
one roof. Western policymakers need to be aware of why and how the
Russian state is pushing its citizens to use such domestic services. Only
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Project Officer, “Risks of the . A
Sovereign Internet for Russia then can they counter the use of data generated by such services in fa-

and Beyond” cilitating the state supervision and control of society.

— VK Company is arguably Russia’s most prominent internet services
conglomerate and, through it, the state controls vast parts of the
Russian online sphere, including social networks, payment services,
and educational tools.

— Through VKontakte, VK Company’s biggest asset, the company is
creating a super app that aims to control major parts of Russians’
everyday life, generating more user data for the state and locking
people into a domestic, controllable network.

— Western policymakers should counter the aim of the Russian state
to create accessible user profiles that will likely be used for surveil-
lance and propaganda dissemination. They should focus on keep-
ing communication channels open through Western companies and
hamper business with VK Company.
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EXECUTIVE SUMMARY ‘

This paper discusses the growing control and surveil-
lance of the internet in Russia - where online free-
dom has been declining since 2011 - by VK Company,
a Russian IT services firm. Since the early 2000s, ma-
ny Western internet companies have been able to de-
velop and build up a significant user base in Russia.
However, the fact that these companies do not host
their servers within Russia, which results in the data
of Russian citizens being stored abroad, is a challenge
for state authorities. This situation makes it difficult
for the Russian Secret Service to access the data of
Russian citizens who use these services. Although da-
ta inspection and wiretapping remain feasible, mod-
ern encryption and secure internet protocols make
these processes highly expensive and complicated.

To overcome this obstacle, the Russian government is
actively pursuing a strategy to encourage Russian us-
ers to adopt domestic services. VKontakte, the larg-
est social network in Russia, possesses a vast amount
of data that authorities can exploit to their advan-
tage. By effectively monitoring this social network,
valuable information about citizens can be obtained.
The Russian state predominantly owns VK Company,
the developer of this app, and the government strives
to promote the popularity of domestic services, ul-
timately leading a significant portion of the Russian
population to rely solely on an all-Russian ecosystem.

This paper draws parallels to China’s WeChat, which
has established itself as a comprehensive super app
extensively relied upon by Chinese society. WeChat
provides the Chinese government with a complete
citizen profile of all its users, encompassing person-
al information, private messages, and health and fi-
nancial details. Further, the paper argues that VK is
attempting to emulate various aspects of WeChat's
strategies, potentially granting the Russian authorities
greater control over Russian society in the long run.

Germany and Europe only have limited abilities to
counter this trend. Russia will further segregate its
internet and social networks from the rest of the
world and incentivize its citizens to use domestic
services. Democratic states like Germany must un-
derstand the importance of internet services, espe-
cially if their raw power and data are combined in-
to one super app. Since these apps are designed to
be very convenient, they might appeal to many users.
At the same time, such apps also appeal to autocrat-
ic states because they enable them to gather an un-
precedented amount of data centralized in one inter-
face. Germany and the EU must protect the user data
of their citizens at all costs and closely monitor the
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activities and policies of internet companies. Because
untransparent ties between states and internet ser-
vice companies, as well as untransparent policies of
the latter, can be used to secure the political agenda
of a country’s elite, they must be avoided.

In German political circles, people were astounded
by how little Russian civil society spoke out against
Russia’s war against Ukraine. And even though the
reasons for this are manifold, successful Russian pro-
paganda is key to the regime’s popularity. With total
control over VK and diminishing Western presence
in the Russian internet service sector, Russian propa-
ganda risks becoming even more effective.

This paper gives four recommendations to enable
Western policymakers to respond to developments
in Russia’s IT sector spearheaded by VK Company:

The first recommendation emphasizes the impor-
tance of keeping Western social media services
and search engines accessible in Russia. This would
slow down the state’s increasing power in the online
sphere because users are unlikely to switch to do-
mestic alternatives if accustomed services contin-
ue to work. German policymakers should encourage
internet service companies to keep communication
channels open and support such actions financially.

The second recommendation suggests that removing
the VK app from Apple’s App Store could encour-
age Russian citizens to move away from the ser-
vice. This step may, however, lead to retaliation from
Russia. Western IT companies should develop proto-
cols to circumvent the potential blocking of their ser-
vices in Russia, and governments should offer sup-
port to make these endeavors a reality.

The third recommendation focuses on imposing
sanctions on VK Company to hamper its growth and
limit its access to software and hardware. Western
countries should explore measures to make it diffi-
cult for Russian authorities to maintain and expand
infrastructure for propaganda dissemination and
population monitoring.

The final recommendation highlights the need for
Western countries to prioritize data protection
and educate the population about its importance
in a functioning democracy, taking inspiration from
the EU’s approach. Strengthening civilian awareness
is necessary to counter the control of state-owned
social media giants in countries disregarding civ-
il rights.
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INTRODUCTION

Modern technologies allow states to process and an-
alyze more of their citizens’ data. This fact plays in-
to the hands of authoritarian regimes, which are
constantly seeking new technologies to monitor and
control their citizens. The combination of the glob-
al nature of the internet, a diverse array of data ano-
nymization tools, and internationally operating inter-
net companies with servers abroad, however, renders
data monitoring and supervision more challenging
for authoritarian systems.

In this context, Russia is a particularly interest-
ing case. Over the years, internet freedom in Russia
has been systematically declining. But until the ma-
jor demonstrations against the government in larg-
er Russian cities from 2011 to 2012, many Western in-
ternet companies were active in Russia. Moreover,
in contrast to China with a negligible presence
of Western internet firms, many of them still are.
WhatsApp, Instagram, and YouTube remain among
the country’s most popular social networks - al-
though the state has now blocked Instagram.

Russian authorities are increasingly looking for ways
to control and monitor the data streams of Russian
citizens. For authorities to really know what is hap-
pening within the country, data analysis and wire-
tapping are needed. Here, Western internet firms
present a problem because they do not operate any
servers on Russian soil, meaning the data of Russian
citizens are stored abroad. For the Russian Secret
Service, it is thus very hard to access the data of
Russian citizens using these services. Data inspec-
tion and wiretapping are possible, but modern en-
cryption and secured internet protocols make this
process costly and complicated.

This is where the Russian social media giant VK
Company and its app VKontakte come in. Being the
most popular social network in Russia, VKontakte
comes with an incredible wealth of data that author-
ities can use to their advantage. If the state manag-
es to monitor this social network in the best possible
way, much valuable information about Russian cit-
izens can be obtained. Further, if those authorities
could drive even more Russian citizens to use ser-
vices that operate on domestic servers, they could al-
so monitor them much more easily.

https:
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In this paper, I argue that the state is actively pursu-
ing a strategy of pushing Russian users toward do-
mestic services. Through the social media giant VK
Company and several other measures, the state is
trying to make domestic services as popular as pos-
sible so that many Russian citizens get locked in-
to an all-Russian ecosystem. To better understand
what Russian authorities and VK are likely trying
to achieve, I will draw parallels to the Chinese app
WeChat. In China, WeChat achieved years ago what
every authoritarian government dreams of: it creat-
ed a super app on which almost every citizen heavi-
ly relies - one that gives the state a complete profile
of every user, including personal information, private
messages, and health and financial details.

First, I will explain what VK Company is - starting
from the role of Yandex, the leading Russian company
in internet services - and why it is largely owned by
the Russian state, even if this may not initially seem
obvious. After I have assessed the impact of Russia’s
war of aggression against Ukraine on VK Company,
I will explain the risks that a super app like China’s
WeChat can have for freedom of speech within a so-
ciety, making the connection to how VK is striving to
mimic strategies that could assure Russian author-
ities more control over Russian society in the long
run. Finally, I will give German and EU policymakers
four recommendations on how to react to these de-
velopments in Russia.

YANDEX DECLINES WHILE
VK COMPANY RISES

Yandex was once considered the flagship company of
the Russian tech scene. Founded in 1997 with a name
that is an acronym for “Yet Another Index,” it quick-
ly established itself on the Russian IT market with
its search engine. As this market grew, more com-
panies began offering services there. Google recog-
nized the potential of Yandex early on and even at-
tempted to acquire the company in 2003. Despite a
challenging battle, Yandex managed to remain inde-
pendent. Today, Yandex still ranks among the largest
internet companies in Russia, alongside Google and
VK Company (formerly Mail.ru Group). Like Amazon,
Yandex has expanded beyond its search engine to
provide various services, including maps, taxis, food
delivery, and music streaming.!

www.technologyreview.com/2020/09/30/1009174/podcast-russia-yandex-kremlin
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Russia’s war of aggression on Ukraine has put Yandex
under pressure. While the company makes most of
its turnover in Russia, its shares are traded interna-
tionally. Thus, its market capitalization has collapsed
from more than $31 billion at the end of 2021 to
roughly $7 billion in mid-2022.2 In addition, the West
has sanctioned top Yandex executives, and hundreds
of employees have quit.?

In the past, Yandex has repeatedly tried to diversify
its business model and establish a client base in other
countries outside of Russia and the Commonwealth
of Independent States (CIS), which is comprised of
eleven former Soviet Socialist Republics. Initially,
the company attempted to expand its core busi-
ness internationally by launching its search engine
in Turkey. Despite its efforts, the market share of
Yandex’s search engine there remained low, reach-
ing only 4.2 percent and never exceeding 7 percent.
Although Yandex has over 60 percent market share
in the search engine market in Russia,* its share of
the market worldwide in 2021 was less than one per-
cent.’ Yandex’s management has acknowledged the
challenges that the language barrier presents to de-
veloping its search engine in non-Russian-speaking
countries.®

Over the years, Yandex pursued further activities.
These include, for example, a project on self-driving
cars and courier robots that was mainly driven from the
United States, data centers in Finland, or taxi services
abroad. While Yandex's taxi business is one of the com-
pany’s largest divisions, the lion’s share of its revenue is
still made within Russia. Moreover, many of these proj-
ects have been halted since the onset of the war.

Yandex is now following a new strategy that encom-
passes creating spin-offs that are essentially operat-

ed by the parent company, although under a different

https:

The Key Player in Russia’s Cybersphere

name to possibly bypass sanctions.” Yandex might
even have plans to completely pull its high-tech sub-
sidies (self-driving cars, cloud computing, education
technology, data labeling) out of Russia to stay in pri-
vate hands and keep its international divisions.?

After it came under financial pressure due to the war
and faced criticism for its possible collaboration with
the Russian government, Yandex divested two of its
most controversial subsidiaries. Now, anyone access-
ing Yandex.ru, formerly the most visited website in
Russia,? is redirected to Dzen.ru. Dzen is the former
content recommendation’ service of Yandex. In sum-
mer 2022, it - along with the news aggregator ser-
vice Yandex News - changed hands. Both services
now belong to VK Company.

Yandex search is now fully integrated within Dzen, a
VK Company service. Yandex News and Yandex Dzen
were always visible on the homepage of Yandex search
(Yandex.ru), and they received the lion’s share of their
traffic from the main page. Yandex.ru was thus part of
the sale, as without it the new VK services Dzen and
News would not have received much traffic.

THE HISTORY AND CURRENT
POSITIONING OF VK COMPANY

VK Company, first called Mail.ru Group, was found-
ed in 1998 by Eugene Goland, Michael Zaitsev, and
Alexey Krivenkov. Initially focused on email ser-
vices, it expanded to become a leading online play-
er in Russia, offering a wide range of internet prod-
ucts and services. In 2005, Yuri Milner (then CEO of
Mail.ru) formed DST Global, an investment firm that
acquired stakes in prominent internet companies, in-
cluding Facebook and Wish.com, and later merged it
with Mail.ru Group in 2010. Dmitry Grishin, another

www.macrotrends.net/stocks/charts/YNDX/yandex/market-cap

struggles-to-survive
all/russian-federation

by-yandex-worldwide

https:

https://cepa.org/article/russian-search-giant-yandex-

https://gs.statcounter.com/search-engine-market-share

https://www.statista.com/statistics /1220433 /market-share-held-

rg.ru/2015/03/25/poiskovik-site-anons.html

https://rtvi.com/stories/ne-hotim-delat-beyond-ml-skol-nibud-zametnym-

kak-arkadij-volozh-i-ego-komanda-delayut-novyj-mezhdunarodnyj-biznes-vmesto-yandeksa

https://www.similarweb.com/top-websites/russian-federation
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Company Structure
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services around 50 million daily users)

* OK Messenger
* Gosuslugi (state * VK Messenger and Calls

services portal) - VK Pay

* VK Music (music streaming service)

+ OK Payment System
+ OK Music (music streaming service)

* OK Video (video sharing platform)
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for programmers)
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Source: Author’s compilation based on data from VK Company
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co-founder of Mail.ru, served as the CEO until 2014,
overseeing the company’s growth and expansion.
Alisher Usmanov, a Russian oligarch with close ties to
Vladimir Putin, became one of the largest sharehold-
ers of Mail.ru Group through his investment com-
pany USM Holdings. Today, the company is a ma-
jor player in the Russian internet industry, providing
services like email, social networking, gaming, and
e-commerce.

In October 2021, Mail.ru Group changed its name to
VK Company, which it got from its largest and most
famous subsidy, the social network VKontakte. Pavel
Durov, a Russian entrepreneur and programmer,
founded the service in 2006.

At first, VKontakte was created for Russian-speaking
users to connect and share music, videos, photos,
and messages. It is now the most utilized social net-
work in Russia. The Mail.ru Group acquired all shares
of VKontakte in 2014 for around $1.5 billion, which
was a controversial move since Durov was likely com-
pelled to sell his stake in the company due to pres-
sure from the Russian government. After disputes
with the Mail.ru Group about censorship and privacy
concerns, Durov departed VKontakte in 2014 and es-
tablished the messaging app Telegram.

According to data from Mediascope, nearly 50 mil-
lion people in Russia use VKontakte daily." The com-
pany has over 11,000 employees. Like Yandex, VK
Company has a diversified portfolio. It owns the mes-
senger services VK Messenger, ICQ, and TamTam as
well as the second-biggest Russian social network,
Odnoklassniki. Besides the social media and emailing
platforms, VK Company provides cloud services and
owns over 15 percent of the e-commerce platform
AliExpress Russia,”? a music streaming service, a video
streaming platform, the Russian Play Store equivalent
“Ru Store,” and smart-home devices paired with the
voice assistant “Marusia,” which are comparable to
Google Nest or Amazon Echo. VK Company also cre-
ated the payment system VK Pay, which can be used
to transfer money between people or to purchase
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goods in selected stores. At the end of 2021, over 20
million people used this payment service.”

With the purchase of Yandex News and Yandex Dzen,
VK Company sold its food delivery service, Delivery
Club, to Yandex. VK Company also sold its stakes in
the taxi service Citimobil.* VK Company plans to cre-
ate a dating app similar to Tinder."® These are all in-
dications that VK Company has changed its strategy
and is now focusing more and more on social net-
works and content-based services, leaving sectors
such as ride-hailing or delivery services to the com-
petition. The implications of Russia’s war on Ukraine
have accelerated this trend, as I will explain later.

VK COMPANY’S OWNERSHIP
STRUCTURE

The shareholder structure of VK Company under-
went a significant change in December 2021. Then,
11,500,100 Class A shares held by USM Holdings, a
company with shares in mining, telecoms, and oth-
er technology companies that is owned by Alisher
Usmanov, and Megafon, a telecommunication com-
pany, were transferred to the following three
companies:

* 45 percent to Sogaz, an insurance company

* 45 percent to Gazprom Media Holding, Russia’s
largest media holding

* 10 percent to Rostec, a state-owned
tech-conglomerate

These three companies - listed as “MF Technologies”
on VK Company’s website - collectively own 57.3 per-
cent of the voting rights of VK Company. Previously,
MF Technologies was a subsidiary of Megafon,
which was, in turn, a subsidiary of USM Holdings.
Interestingly, MF Technologies currently has only two
employees, and the relationships among these com-
panies are complex. The Russian state owns more
than 50 percent of Gazprom and more than 60 per-
cent of VTB, Russia’s second-largest bank. Gazprom
owns 23.7 percent of Sogaz and 49.9 percent of

https://www.rbc.ru/technology _and media/20/03/2022/62349dae9a7947e973dbb666

https://www.rbc.ru/technolog

and media/28/04/2022/626a59019a7947613354bb44

https://lenta.ru/news/2021/12/21/vk itogi

https:

www.rbc.ru/business/15/04/2022/6259¢c28c9a794754d5b22482

www.yedomosti.ru/technolog

https://

articles/2023/05/05/973853-vk-razrabativaet-svoi-analog-tinder
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Who Has the Say at VK Company
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Gazprombank, which, in turn, owns Gazprom Media
Holding.'® Since Gazprom Media is fully owned by
Gazprombank and the state effectively owns both
Gazprombank and Rostec, the Russian state therefore
owns a massive share of MF Technologies. Moreover,
VTB’s 10 percent ownership of Sogaz increases the
state’s stake further.

Notably, Yuri Kovalchuk, who is a significant share-
holder of Sogaz through Aquila LLC, was labeled a
“close advisor” of Russian President Vladimir Putin
by the US Department of the Treasury’s Office of
Foreign Assets Control (OFAC) in its first round of
sanctions that followed the annexation of Crimea in
2014." According to insiders, Kovalchuk and Putin
have been in close contact for a long time and share
a similar ideology.”® Kovalchuk also owns significant
shares in the National Media Group, which owns,
among other brands, the First Russian TV Channel,
one of Russia’s main propaganda tools.”® Experts as-
sume he actively supports and fuels Putin’s war rhet-
oric, especially with his television channels.?°

Since 2021, the CEO of VK Company is Vladimir
Kiriyenko. While Kiriyenko had no ties with the com-
pany before being appointed, he was previously a se-
nior executive at Rostelecom, the state-owned tele-
communications company. His father, Sergei, was
prime minister under Russian President Boris Yeltsin
and is currently first deputy chief of staff in the ad-
ministration of Vladimir Putin. Among other things,
Sergei Kiriyenko is responsible for policies instated
in the occupied territories in Ukraine and can thus
be considered one of the administration’s key people.
Both father and son were sanctioned after Russia’s
large-scale invasion of Ukraine in February 2022.2

https

tadviser.com/index.php/Company:MF_Technolog
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Also following the invasion, firms such as Dutch
Prosus have taken significant write-offs on their VK
Company shares. Bloomberg reports that Prosus held
27 percent of VK Company’s shares. Subsequently,
VK Company sold these shares to its management
team.”

In early August 2023, VK Company announced that it
would move all its operations from the British Virgin
Islands back to Russia “as an international pub-
lic joint stock company in line with Russian legisla-
tion” They will move to Oktyabrsky Island, a special
tax zone, with the aim of attracting FDI at appealing
conditions.

In early September 2023, VK announced that the
company would be restructured into two business
units. The first is called “Social Platforms and Media
Content.” It includes VKontakte, Odnoklassniki, Dzen,
VK Video, VK Music, VK Clips, and VK Messenger
and is headed by Stepan Kovalchuk, VK’s Senior Vice
President for Media Strategy. The second is called
“Ecosystem and Integrated Services” and includes
Mail.ru, the RuStore app store, VK ID, VK Pay, and
educational products. It is led by VK’s Senior Vice
President for Business Development and Investment
Alexander Aivazov.* Interestingly, Stepan Kovalchuk
is the great-nephew of the aforementioned Yuri
Kovalchuk (Putin ally and shareholder of Sogaz and
the National Media Group), which shows that people
with very close ties to the Russian president are tak-
ing more and more control over the company.

%28ITF%29
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vk.company/en/investors/shares,
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The Impact of the Bans of Meta Services on Social Media in Russia
Daily users of social media before and after the bans of Facebook and Instagram in Russia by selected

platform (in millions)

FEBRUARY 24, 2022 (BEFORE THE BANS)

60 @

MARCH 15, 2022 (AFTER THE BANS)
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TWITTER)

Source: Mediascope 2022

THE IMPACT OF THE WAR ON VK

According to experts, VK Company has undergone
a restructuring process because it expects the eco-
nomic outlook to further deteriorate as Russia’s war
against Ukraine continues. For example, VK Company
has sold the gaming service MY.GAMES and is now
focusing only on the domestic service VK Play.? In
late 2022, it announced that it would rid itself of the
eSports organization Virtus.pro, which was barred
from competing in European tournaments.?

The war has benefited VK Company in that it result-
ed in a ban on US-based social media platforms. In
March 2022, in the aftermath of the large-scale inva-
sion of Ukraine, Meta’s social networks (Facebook and

Instagram) were classified as extremist organizations
and blocked in Russia. Consequently, the number of
VKontakte users increased. Daily users increased by
almost 4 million within three weeks.?” According to
user figures from Statista, VK had a market penetra-
tion rate of 75.3 percent in February 2023 and was
the most used social network in Russia followed by
WhatsApp (71.5 percent) and Telegram (64.4 per-
cent).?® In April 2022, the site had over 73 million
monthly users.?

In May 2023, VK announced its results for the first
quarter of that year. Revenue experienced an in-
crease of nearly 40 percent, reaching RUB 27.3 bil-
lion. Online advertising revenue saw a remarkable
growth of 67 percent compared to the previous year,

25 Iwan Morris, “Russian Tech Group VK Sells off Gaming Division,” pocketgamer.biz (October 4, 2022): https:

www.pocketgamer.biz/news/79817

russian-tech-group-vk-sells-off-gaming-division/ (accessed August 28, 2023).

26 Luis Mira, “VK Confirms Sale of Esports Org Virtus.pro in Seven-Figure Deal,” Dexerto (March 17, 2023): https:

'www.dexerto.com/esports/vk-confirms-

sale-of-esports-org-virtus-pro-in-seven-figure-deal-2089269/ (accessed August 28, 2023).

27 Statista, “Social Media Users before & after Bans Russia 2022": https:

www.statista.com/statistics/1297985/social-media-users-before-and-after-

bans-russia/ (accessed January 23, 2023); “Kak N3meHanacb Ayantopusa CouceTtein Mocne Bnokuposok. MHdorpadpuka” [How Social Media Audiences

Have Changed since the Blockades. Infographic].
28 Statista, “Russia: Most Used Social Media Platforms 2022": https:

www.statista.com/statistics/867549/top-active-social-media-platforms-in-russia,

(accessed April 3,2023)

29 VK Blog, “BKoHTakTe nogsena utoru nepeoro keaptana 2022 roga: KonmyecTBo POCCUNCKUX Nofib3oBaTesnel B Mecsay, — 73,4 M/H, eXeaHEeBHbIX
npocmotpos VK Bugeo — 2,45 mnppa” [VKontakte has summed up the first quarter of 2022: 73.4 million Russian users per month, 2.45 billion daily views

VK Video]: https:

vk.com/blog/q1-2022-results (accessed April 3, 2023).
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doubling revenue (up 107 percent) in the medium and
small business segments.*® Furthermore, revenue in
VK’s social networks and content services grew by
46.7 percent. The growth in video content is signifi-
cant. Users collectively watched 3 billion videos daily
on VK Videos and VK Clips, and the number of views
of Clips increased twofold. Even though growth was
partly driven by the acquisition of Dzen from Yandex
as described above, Russia’s ongoing war most cer-
tainly amplified the positive developments for VK.

That war, however, also forced VK to face the real-
ity of its strong dependence on US companies. In
September 2022, Apple announced that it would re-
move the VKontakte app from its App Store and took
immediate action.® The reason given was that Apple
could not determine whether part of the compa-
ny was owned by an entity subject to British sanc-
tions - if so, that would have rendered its availabili-
ty in Apple’s App Store a breach of those sanctions. In
October 2022, after VK Company provided proof that
entities owning it would not fall under British sanc-
tions, Apple reinstated VKontakte in its App Store.*

This episode - which made it clear that Apple is ul-
timately in the driver’s seat - led to a rethink among
the ranks of both VK Company and the Russian state.
In the past, President Putin has talked about the risk
of the United States shutting down internet ser-
vices in Russia to harm the country’s interests.?® If
Apple blocks the software, millions of users who up-
date their phones will no longer have access to VK
Company’s services. The situation is the same for
Apple’s competitor Android. Both companies control
the Russian smartphone market, including mobile op-
erating systems.?* Moreover, both are US companies,

https:

corpvkedn.ru/media/files/vk-compan
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and Russia has little influence on them. It is, there-
fore, not surprising that VK, together with other
Russian tech companies (including Yandex), wants to
create its own Russian mobile operating system.** But
because of the complexity of the task, the state re-
fused to allocate more funds to the project. Its real-
ization will take years - if it ever becomes reality.?

In May 2022, with the support of the Russian Ministry
of Digital Development, VK Company announced the
development of its proprietary RuStore for Android
devices. Here, the primary aim is to become inde-
pendent and circumvent sanctions, as payments via
Google’s native Play Store no longer work in Russia.
The RuStore, in which almost 2,500 applications are
available, is now online.* This, however, is not the
first attempt by a Russian entity to develop a domes-
tic app store. The company ANO Digital Platforms
created one — Nash Store, which means “our store”
- but this endeavor is not officially supported by the
government.®® Still, because Android devices allow
apps to be installed from third-party app stores or
the web (known as “sideloading”), both Russian stores
work on Android devices without issue. Apple report-
edly plans to allow for the installation of third-par-
ty apps due to pressure from the EU, but sideloading
and third-party app stores do not work there yet.*®

After Russia’s invasion of Ukraine in February 2022,
VK changed its policy toward international copyright
conventions. Traditionally, VK Company made it easy
for users to distribute copyrighted films and series
on its platform. In recent years, however, the com-
pany had tried to counteract this and even launched
a subscription service for music.* Yet this policy
ended with the war. Now, even the latest albums by
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well-known stars are available on the platform with-
out copyright.* VK presumably supports the govern-
ment’s position that endorses gray imports. What
cannot be legally imported because it is sanctioned
is offered via third parties. Since the musicians are
based abroad, the Russian authorities probably do
not care about their financial losses.

CENSORSHIP, PROPAGANDA,
AND DATA COLLECTION: VK'S
COOPERATION WITH THE
RUSSIAN GOVERNMENT

Data protection on the web has become an important
political topic worldwide. As the discoveries by whis-
tleblower Edward Snowden and the mass surveillance
by the National Security Agency (NSA) via its PRISM
program have shown, abuse occurs when institutions
are not supervised. In a well-functioning democratic
order, institutions create strong laws and rules that
companies and states that handle user data must fol-
low. To protect the sensitive data of users, the EU, for
example, has introduced the General Data Protection
Regulation (GDPR), one of the most comprehensive
regulations in this field.

Despite evolving rules and laws, warrantless wire-
tapping is still a thorn in the side of digital free-
dom fighters in both the United States and European
Union. State authorities are often caught between
protecting user data on the one hand and protect-
ing citizens from online abuse and crimes on the oth-
er. Due to the flood of data on the internet, manual
searching on a larger scale is impossible and getting a
warrant for every search is difficult. Therefore, state
authorities use algorithms that automatically search
data and flag conspicuous content. The fundamen-
tal process ensures that the civil rights and private
sphere of users are protected, and the state or the
companies operating the platforms being searched

https:
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only intervene if a crime has been or is about to be
committed. In an authoritarian system, however, the
algorithm can be trained to detect political crimes
and find political dissidents.

Over the years, both the Russian government and
the Russian internet have become ever more author-
itarian.** Consequently, it is worrying when a com-
pany that also belongs to the Russian state gets hold
of an ever increasing amount of data and can thus
create more accurate profiles of the country’s citi-
zens. As I will explain later, it can be assumed that the
Russian state is pursuing a strategy through which
users are increasingly being pushed onto domes-
tic Russian systems. Contrary to Russian propagan-
da, this is most likely not about protecting user data
from the evil West, but rather about having citizens’
data on Russian servers that can be searched by the
FSB.#* Meta, Microsoft, and Google do not operate
servers in Russia.

Even when VK Company was still largely owned by
Alisher Usmanov, the social network was loyal to the
Kremlin. With the sale to the Russian state and the
appointment of Vladimir Kiriyenko as CEO, experts
assume that the state also increasingly wants to use
VKontakte as a propaganda platform.* The state al-
ready used VK’s platform to disseminate propaganda
during the 2018 presidential elections, for example.*
Responding to pressure from the Kremlin, VKontakte
has also started marking certain texts with LGBTQ-
related content.*® Furthermore, the platform is being
used as a propaganda machine to generate domestic
support for the invasion of Ukraine.#’ This applies not
only to VKontakte but also to Facebook, for example.
Yet because VKontakte is in state hands - i.e., regu-
lation and mechanisms against state propaganda are
nonexistent — and especially because the platform is
so popular among Russians, it is particularly appeal-
ing to authorities. A study shows that blockages of
content on the platform by authorities have surged
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since the outset of the war,* and it will likely contin-
ue to play a vital role in the future.

In contrast to other social networks, VKontakte has
attracted attention for passing on information to the
Ministry of the Interior of the Russian Federation. As
a result, many VKontakte users have been convicted
for illegal posts. In 2015, 119 people were prosecuted
for posts and reposts on VKontakte, but only one on
Facebook and three on Odnoklassniki.*

VKontakte has also come under criticism because
private pictures stored on the platform have fall-
en into the hands of the authorities, resulting in the
prosecution of users.*® Although the company sub-
sequently issued a statement criticizing the Russian
legislation that was ostensibly responsible,” and
even promised to issue a transparency report, it nev-
er did so. Due to the non-transparent privacy pol-
icies of VK Company and its social network VK, for
which both have been criticized, the exact extent of
VK Company’s data disclosure to the Russian state is
unknown.*

THE RISKS OF SUPER APPS

Super apps® are a particular risk in terms of data se-
curity. If an app with narrow scope gets hacked or
data flows get tapped (even by governments), on-
ly a limited amount of data or information is leaked.
A super app, however, could store complete profiles
of users, including sensitive personal data such as fi-
nancial records and official documents as well as per-
sonal messages and information about personal in-
terests. If a data breach occurs there, this entire store
of personal data can be leaked. Even though people
willingly disclose much information about themselves
on the web, super apps take the problem of data leaks
to the extreme.>

https:
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What sounds like a disaster for data protectionists
and app users might be the optimal solution for au-
thoritarian regimes that want to know as much as
possible about their citizens. Therefore, it is bene-
ficial for such regimes to have as many citizens as
possible use services that their authorities can eas-
ily monitor. The Chinese app WeChat is widely con-
sidered the most sophisticated super app available.
Many experts describe it as the ultimate data leech,
making it a shining example for other autocratic
governments.

THE CAUTIONARY TALE OF WECHAT

WeChat was developed and launched in 2011 as an
instant messaging app by Chinese software giant
Tencent. Over the years it has evolved into a super
app. WeChat stores and records important personal
data that users can use to identify themselves, for ex-
ample to state authorities or their banks or to check
their creditworthiness. The app is also an online bank
through which payments can be made, money can
be sent to friends and family, and loans can be tak-
en out. Many things can be booked via WeChat, such
as doctor’s appointments, flights, train tickets, and
reservations for taxis and restaurants. Furthermore,
WecChat serves as a job exchange - ideal for network-
ing as the app can connect people who find them-
selves in the same vicinity - and an online market-
place. Since 2018, users have been able to file for
divorce using WeChat. Recently, WeChat added a fea-
ture that enables the app to be used for visa applica-
tion processes.

Today, millions of people in China are completely de-
pendent on WeChat, and daily life would be impos-
sible without it. Due to Chinese legislation, the state
can access WeChat data upon request. Since Tencent,
the app’s developer, must comply with all Chinese
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laws and censorship, this naturally gives the state
€NOormous power.

WeChat is a prime example of what most people al-
ready know: that the Chinese state controls the
Chinese internet and that censorship is omnipres-
ent. The app’s Al directly deletes private messages
that contain politically sensitive content.> This al-
so applies to images.*® This feature does not exist on
messenger services such as WhatsApp or Signal, as
these companies cannot access texts due to end-to-
end encryption. When demonstrations against the
Chinese regime broke out in autumn 2022, and us-
ers complained publicly about the government’s an-
ti-Covid measures on social media networks, the au-
thorities simply blocked the protesters on WeChat.
This tactic had disastrous consequences for these
people. Since a large part of everyday life in China
takes place on the app, being blocked is almost like
being excluded from society. While users can still ac-
cess basic information and make payments, they can
no longer reply to messages and interact with people.
As a result, people who were banned for sharing po-
litically sensitive content during the Covid protests
on WeChat begged the developer, Tencent, via posts
on Weibo (the Chinese equivalent of Twitter/X) to be
unbanned.¥’

For the ruling Communist Party of China and its
leadership, the super app offers two advantages.
First, WeChat enables the state to access the pre-
cise profile created by every citizen who uses it.
This includes, as previously mentioned, personal da-
ta such as photos and messages (from which politi-
cal leanings can be deduced), financial insights, med-
ical records, etc. Second, by blocking or suggesting
the threat of being blocked, the state can spoil its

https
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citizens’ appetite for protests and an anti-govern-
ment line because the stakes of getting banned on
WecChat are so high.

HOW VK IS BECOMING
A NEW SUPER APP

VK Company wants its VK app to become a new su-
per app. The company itself announced these plans.*®
Just like WeChat, the app will not only be a pure so-
cial network but will bring many services togeth-
er under one roof. In addition to its messenger, call,
and payment features, other mini apps will be added.
Within the VK app, users can play games, order tax-
is and food, receive and send money, or buy concert
tickets.*”® But the similarities to WeChat do not stop
there. In September 2022, developers announced that
parts of Gosuslugi - which means “state services” -
would start to be integrated into the VK app, making
it possible to accomplish administrative tasks there.

Gosuslugi, which is used by almost 100 million
Russians,® is a portal of the Russian state where cit-
izens can access information about various admin-
istrative tasks and obligations such as applying for
passports and visas, registering vehicles, filing tax
declarations, or paying fines. It is also used for mili-
tary call-ups. Its “Health” and “Car” sections are com-
pletely integrated into VKontakte. Doctor’s appoint-
ments, for example, can now be booked directly via
the app,® and electronic driver’s licenses stored on
Gosuslugi can be shown there as well.% It is also pos-
sible to view and pay police fines and retrieve in-
formation about one’s pensions via VKontakte.®® In
January 2023, developers announced that the app will
receive additional Gosuslugi features.

citizenlab.ca/2017/04/we-cant-chat-709-crackdown-discussions-blocked-on-weibo-and-wechat

https://www.

technologyreview.com/2019/07/15/134178/how-wechat-censors-private-conversations-automatically-in-real-time,

https

www.technologyreview.com/2022/10/16/1061713/wechat-accounts-begging-tencent-beijing-protest

https:

vk.com/club27902394

uchetnykh-zapisey-na-portale-gosuslug-v-2022-godu-dostiglo-99-mlna

https://www.kommersant.ru/doc/5572519

https:

https://dzen.ru/a/YcWuSz-YPRJOY1t5

https://HaunonanbHblenpoekTbl.pd/news/kolichestvo-

ve.ru/rtlabs/658583-gosuslugi-cherez-vkontakte-kak-zachem-i-chto-poluchilos

https

www.vedomosti.ru/technology/news/2023/01/18/959531-uvedomleniya-stali-

dostupni


https://citizenlab.ca/2017/04/we-cant-chat-709-crackdown-discussions-blocked-on-weibo-and-wechat/
https://www.technologyreview.com/2019/07/15/134178/how-wechat-censors-private-conversations-automatically-in-real-time/
https://www.technologyreview.com/2019/07/15/134178/how-wechat-censors-private-conversations-automatically-in-real-time/
https://www.technologyreview.com/2022/10/16/1061713/wechat-accounts-begging-tencent-beijing-protest/
https://vk.com/club27902394
file:///Users/luise/Library/CloudStorage/OneDrive-DeutscheGesellschaftfu%cc%88rAuswa%cc%88rtigePolitike.V/DGAP/-%20Analyse/2023/DGAP-Analysis-2023-04-EN-Key%20Player%20in%20Russias%20Cybersphere/Redaktion/%20https:/dzen.ru/a/YcWuSz-YPRJOY1t5
https://национальныепроекты.рф/news/kolichestvo-uchetnykh-zapisey-na-portale-gosuslug-v-2022-godu-dostiglo-99-mlna
https://национальныепроекты.рф/news/kolichestvo-uchetnykh-zapisey-na-portale-gosuslug-v-2022-godu-dostiglo-99-mlna
https://www.kommersant.ru/doc/5572519
https://vc.ru/rtlabs/658583-gosuslugi-cherez-vkontakte-kak-zachem-i-chto-poluchilos
https://www.vedomosti.ru/technology/news/2023/01/18/959531-uvedomleniya-stali-dostupni
https://www.vedomosti.ru/technology/news/2023/01/18/959531-uvedomleniya-stali-dostupni

No. 4 | September 2023

15

DGAP aNaLYsIS

Since February 2023, the Gosuslugi app can be used
to verify a VK account. Allegedly, the advantage of
this process is that it makes it easier to determine
whether a person behind a VK profile is real or not.
(After completing the process, a special nameplate
appears next to the profile indicating that it has been
verified.®) It is, however, possible to imagine that
profile verification through Gosuslugi could become
mandatory in the future to use certain features of
the VK app, ensuring that the Russian state has even
more access to the personal data of its citizens. In
March 2023, it was announced that notifications from
Gosuslugi can now be directly received in the VK app
and via VK messenger.%

THE STATE SEEMS TO BE PUSHING
USERS TOWARD VK'S SERVICES

At the end of 2021, VKontakte was included in Russia’s
register of “socially significant internet resources”
This means that users can access the social network
even if they no longer have any credit on their mo-
bile phone contract.®® To date, only Gosuslugi and
VKontakte are in this register.

In August 2022, Russia’s Prime Minister Mikhail
Mishustin signed a bylaw that requires VKontakte,
along with a few other apps, to be preinstalled on
new mobile devices sold in the country.® Since
August 2023, the aforementioned RuStore is also part
of that list, and it must be preinstalled as of the be-
ginning of 2024. In the same month that Mishustin

https:
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signed the bylaw, a draft amendment was present-
ed to the government that imposes a moratorium on
the penalty for the sale of electronic devices without
Russian software.®® So far, however, this amendment
has not come into force.”” Whether the original law is
still enforced is not only questionable but also unlike-
ly due to the inability - and perhaps unwillingness -
of the state to control gray imports.

As of December 1, 2023, it will be obligatory for in-
ternet services that require user registration to only
allow this registration from a Russian email. Russia’s
largest email provider, Mail.ru, is part of VKontakte.
This means that there will be even more user data on
VK Company’s and Russian servers that is easily ac-
cessible to Russian authorities.”

VK is extremely active in the educational sector and
continues to expand its influence there - endeav-
ors that seem to be supported, or perhaps even ini-
tiated, by the Russian state. In September 2022, VK
Company signed an agreement with the Russian
Ministry of Education and the Russian Ministry of
Digital Development to create an interface for com-
munication among teachers, parents, and students.
VK Company’s services - namely, VK Messenger and
VK Calls - are to be used for this purpose. In March
2023, VK also bought the last remaining stakes of ed-
ucational software firm Sferum from the state-owned
Russian telecommunications company Rostelecom.”
Via a portal called “My School,” which is being de-
veloped by VK Company, it will apparently be pos-
sible for students to access their class schedules
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and homework as well as take tests to check their
level of knowledge.”® In addition, VK owns sever-
al other platforms that are used by millions of stu-
dents, schoolchildren, and teachers. These include
GeekBrains, an online platform for learning program-
ming, and Skillbox, a platform for marketing and de-
sign courses. In February 2023, VK bought the plat-
form Uchi.ru, which alone is used by more than 12
million schoolchildren.™

VK IS LIKELY BECOMING
RUSSIA'S WECHAT

Russian authorities are constantly looking to devel-
op new tools and technologies to better control the
flow of information on the Russian part of the web.
Because VKontakte can be used to gather user data
and disseminate pro-governmental information, the
app could play a key role here.

As shown by the analysis of VK Company’s sharehold-
er structure above, most of the company is now ef-
fectively owned by the Russian state - to which its
leadership also has close ties. The reorientation of
the company that I have detailed makes it clear that
VK Company’s primary focus is now on acquiring us-
er data, and it likely also wants to influence users’
consumption patterns.

Amazon and Google have been widely criticized for
their monopoly position and have often been fined
by the EU. With its incredible wealth of user data, VK
Company has a similarly strong position in Russia.
Yet especially after its acquisition by the state, VK
Company is likely not only pursuing a commercial
mission but also an ideological one. Its acquisition of
Yandex News is particularly suspicious in this regard.

Yandex News (similar to Google News) had more than
33 million unique visitors between May 2020 and May
2022." Because Yandex is a privately owned company
and has always tried to distance itself from the state,
there has long been tension between the two.”® Given
that so many Russian citizens were using Yandex’s

events/41986/

kupila uchiru za 87 milliarda

https:

The Key Player in Russia’s Cybersphere

news aggregator service, the state could no longer
afford not to bring it under its control. First, the ser-
vice was made compliant, and news outlets unfavor-
able to the government were removed from its port-
folio.” The fact that its news aggregator had thus
become biased became an image problem for Yandex.
Consequently, it was sold to VK Company. As previ-
ously explained, the service is now in the hands of
the Russian state and, with it, a huge information ma-
chine that can be used to push favorable news to us-
ers. Moreover, by adding VK Company’s social me-
dia networks to the equation, algorithms could be
used to optimize the analysis of users’ interests and
consumption patterns and thus influence their news
consumption and opinions. Parallels to the Chinese
system - in which social media channels are strictly
controlled by the state and owned by companies that
must comply and be aligned with the ruling party’s
rules and points of view - quickly emerge.

For the state to know as much as possible about its
users, it is crucial that a particularly large number of
people use the services that make their data easily
accessible to the state. VKontakte and Gosuslugi do
exactly that: by combining the two services in one
app, the Russian state can effectively trap the user in
a “state ecosystem.” Gosuslugi gives the state precise
insights into a user’s profile: it knows where a cer-
tain person lives, has information about the user’s fi-
nancial situation, and knows, for example, whether
a citizen has committed a crime. When this profile
is linked to one on VKontakte, it allows the state to
discover even more about a citizen’s interests. What
music does the person listen to? What videos are
watched? What websites are followed? What messag-
es are sent? In this way, accurate political profiles can
be created. Furthermore, as a super app with services
that control a major part of everyday life, VKontakte
generates more user data for the state. In the long
run, it can put people under pressure like that ap-
plied by WeChat in China, where rebellion can come
at the price of being banned from the platform.

The Russian state pushes people to use VKontakte,
and one can assume that its main objective for doing
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so is to lock people into one domestic, controlla-
ble social network. With the ban of Facebook and
Instagram, more people have switched to VKontakte.
For the state, this means more traffic on servers that
can be controlled and less traffic on foreign ones that
are unreachable.” By collecting data about some-
body’s watch history on VK Video, for example, the
FSB can likely determine the political leaning of that
person. This would be significantly harder for it to do
through YouTube because YouTube’s servers are not
on Russian soil and the secret service has no direct
access to them.

In addition, as noted above, VKontakte was classified
as a “socially significant internet resource”” As a result,
low-income users and those with financial difficul-
ties are more likely to choose VKontakte over alterna-
tives. The pre-installation of the app on smartphones
sold in Russia is also likely intended to encourage peo-
ple to use VKontakte rather than other apps. Because
VKontakte is now active in schools, children are be-
coming familiar with it from an early age. And, once
they are familiar with it, switching might be perceived
as tedious and could thus become less likely.

WHY GERMANY SHOULD CARE

The onset of Russia’s war of aggression on Ukraine in
late February 2022 has admittedly limited Germany’s
possibilities to hamper or counteract domestic
Russian developments in IT. Diplomatic ties have bro-
ken down, and shared ideologies on which potential
common goals could be based are almost nonexis-
tent. Russian-German cooperation seems very un-
likely. Yet, due to the wider geopolitical conflicts that
are only deepening, it is important that Western pol-
icymakers are aware of the current developments
within Russia.

The Russian state effectively owns the largest social
network in the country and is increasingly develop-
ing it into a monopoly. Better knowledge of the dy-
namics related to this situation will enable German
policymakers to more accurately assess the behavior
of Russia’s civil society and understand the govern-
ment’s strategy vis-a-vis the population and power
preservation. Even if the situation in Russia current-
ly seems hopeless and many bridges with the West

The Key Player in Russia’s Cybersphere

have been burned, it is important to maintain exist-
ing channels to civil society and enable the country’s
population to use Western social networks. On the
one hand, such networks may allow for communi-
cation that is freer than that which gets increasing-
ly monitored and restricted in Russia. On the other,
they can limit and even counteract Russian propa-
ganda and narratives.

Germany should play a leading role in keeping these
channels open. Even though Germany has a less
dominant position in internet services than the
United States, its market size is considerable. This
fact can be used to leverage companies into sup-
porting its foreign policy goals. This is especially true
since these goals are well aligned with those of the
EU and the United States.

CONCLUSION AND
RECOMMENDATIONS

As previously explained, the strategy of the Russian
state is clear: the more people use domestic ser-
vices, the easier their user profiles can be super-
vised by the state. Whether this tactic is being or-
dered and pursued from the highest political level
cannot be conclusively determined. However, the in-
dications detailed in this paper suggest that surveil-
lance and the dissemination of propaganda are most
likely the main motivations behind the state’s en-
deavors. If these trends continue, the state will con-
trol almost all areas of the Russian internet. This in-
cludes its infrastructure, which is in the hands of
Rostelecom; surveillance technology, which is con-
trolled by Roskomnadzor; and now, social networks
and educational platforms, which are an increas-
ingly large part of the online sphere. The develop-
ments around VK Company - all very reminiscent of
China - prompt four recommendations for Western
policymakers:

From a Western perspective, the trend that the

Russian state - under the guise of VK Company
- is acquiring more and more power in the online
sphere by gaining access to detailed personal pro-
files and disseminating propaganda will be hard to
stop. But there are ways to slow this trend down.
Social media services such as Instagram, WhatsApp,
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and YouTube still have very high user numbers in
Russia. Millions of Russians still use Google’s search
engine, which has a market share of over 40 per-
cent.” It is essential to keep these channels open.
As long as Western services continue to run com-
fortably, it will take a long time for Russians to ful-
ly switch to domestic equivalents. It is, of course,
essential that the information disseminated by
Western internet services companies does not large-
ly consist of Russian propaganda. Western policy-
makers should therefore keep a close eye on these
companies and ensure they are not abused by the
Russian elite for their own political gains.

As described above, the VK app was once

removed from Apple’s App Store. Apple has al-
so already removed apps that spread propaganda.®
If repeated, this step could be a way to make Russian
citizens move away from VK’s service. One can now
assume that, if this step is taken, there will be some
form of retaliation from the Russian side, for ex-
ample Russian authorities blocking many services
of Western IT companies. But as a previous analy-
sis has shown, many services cannot easily be re-
placed.® In addition, Russia does not have its own
widespread operating system (neither mobile nor
desktop) that could be used as a fallback. While do-
mestic Russian app stores for Android would be an
alternative - as this operating system allows side-
loading and the VK app could be installed that way
- they are not widespread. Further, this solution is
not applicable to iOS devices. Thus, if Russia were to
block the Western equivalents of VK Company’s ser-
vices (such as WhatsApp, YouTube, or Google ser-
vices), these companies would have to develop pro-
tocols and mechanisms to circumvent the blocking.
Companies like Google and Apple would, however,
likely argue that developing such tools is not part
of their business model. Yet such protocols already
exist and, from a technical perspective and with
enough political will, they could certainly be imple-
mented. Therefore, Western governments should
seek dialogue with these companies and offer their
support.

The Key Player in Russia’s Cybersphere

It is important to note, however, that blocking the VK
app is likely to be difficult to accomplish legally. It is
also questionable whether it is desirable, as the app
is still widely used for everyday communication and
keeps certain communication channels open.

VK is no ordinary Russian IT company; it is

state-controlled and pursues ideological and
intelligence goals. Western countries should en-
sure that their IT companies do not do business
with VK. As explained in an earlier analysis, Russia
does not have the capacity to build a complete serv-
er infrastructure with its own technical solutions.®
If Western business with the companies of the VK
Company is stopped, it will be harder for them to ac-
quire software and hardware. How much these kinds
of sanctions will hamper VK Company’s growth is
hard to say. Still, the possibility should be explored,
especially since VK has already experienced a short-
age of new hardware.®

There is still a high influx of IT products to Russia, in-
cluding gray imports. While VK’s use of technology to
monitor the Russian population and disseminate pro-
paganda is not directly a military application, many
scholars agree on the importance of propaganda and
the control of society for waging war.®* Hampering
business with VK Company could help make it as dif-
ficult as possible for the Russian authorities to main-
tain and even expand the infrastructure for dissem-
inating propaganda and monitoring the population.
A task force could be created, for example, to ana-
lyze the exports of Western companies and deter-
mine whether the Russian state apparatus is also us-
ing them for widespread propaganda dissemination
or surveillance of the civilian population.

VK Company is a blueprint for Western countries

for how the relationship between companies and
the state should not be. Whether user data is in bet-
ter hands with a private company or a well-regulat-
ed state is debatable and goes beyond the scope of
this paper. However, a state-owned social media gi-
ant becomes a tool for more control in a state that
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disregards civil rights. As seen in China and Russia,
it can take a dominant role in all aspects of civilian
life. Consequently, more Western countries should
put data protection in the foreground and educate
the civilian population about how important it is for
a functioning democracy - just as the EU is already
doing in many areas.®® Because many people still do
not understand the importance of the topic, civilian
awareness should be strengthened.
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org/10.2139/ssrn.3691115
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