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Crypto currencies and, more generally, 
crypto assets (“cryptos”) have taken the 
world by storm. With an annual growth 
rate of 30 percent in crypto market 
size, development of crypto payment 
infrastructure and new crypto assets, 
cryptos are certainly here to stay. 

But there are two major flaws associat-
ed with many established cryptos:

•	 Many cryptos require a huge amount 
of electricity to function. This is due 
to their reliance on a mechanism 
called “proof-of-work mining”. This 
mining process, first introduced with 
Bitcoin in 2009, has grown to con-
sume about as much power as all idle 
home appliances in the USA. It has 
subsequently been adopted by other 
crypto currencies. 

•	 Crypto mining is putting addition-
al pressure on the supply chain of 
computer chips, especially during 
the COVID-19 crisis and amidst the 
US-China trade conflict. The quest 

Crypto currencies are here to stay – and that’s a good thing. But many cryptos – like Bitcoin – use an energy-intensive 
proof-of-work mining process which aggravates semiconductor shortages and undermines environmental objectives. 
Germany has an opportunity to foster innovation to replace mining and support a more sustainable crypto ecosystem. 
Doing so will help free up supply of high-demand semiconductors, reduce energy consumption, and grow Germany’s 
innovation base while allowing Germany to benefit from the opportunities this new digital medium can bring.
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for a reliable supply of semiconduc-
tors has become one of crucial im-
portance for key German industries 
and reducing supply chain disrup-
tions is a high priority.

Crypto assets evidently need to ad-
dress issues closely linked to proof-of-
work mining. However, it is not clear 
how best to achieve this and what role 
policy can play. Other governments are 
concerned too. Iran, for example, tem-
porarily banned crypto mining after it 
was blamed for power outages in the 
country. While China, where 75 per-
cent of all Bitcoins were mined in Sep-
tember 2019, banned crypto mining 
outright. But neither setback has had 
a lasting impact on the crypto market. 
Mining operations simply relocated to 
more crypto-friendly countries.

This shows the need for a balanced 
approach. Understanding the nuances 
of proof-of-work mining is essential 
to assess the effects policies will have, 
especially considering that social ben-
efits and business opportunities of an 
open, transparent, and global financial 
infrastructure are at stake as well. 

At a time when neither EU nor US reg-
ulators are paying sufficient attention 
to the issue, the new German govern-

ment has both an opportunity and a 
strong self-interest in leading interna-
tional efforts, continuing and expand-
ing its “Blockchain-Strategie”, and 
growing Germany’s innovation base.

DETER MINING FACTORS

What are crypto assets 
and how do they work?

If governments have not yet acted in 
concert, it may be because of how 
complex the field of crypto assets is. 
It is worth spelling out how this new 
digital medium works.

What makes crypto assets unique is 
that they usually employ a blockchain 
to create a distributed ledger. A block-
chain is a growing string of data, the 
“chain”, that uses digital signatures and 
other cryptographic methods to ensure 
its consistency and security. The data is 
organized in “blocks”, hence the name 
blockchain. Overall, this results in cer-
tain beneficial properties like providing 
a transparent history of transactions 
that cannot be tampered with.

Some major crypto currencies, like Bit-
coin, have a public blockchain. Unlike a 
regular transaction that would be ver-
ified by just your bank on the bank’s 
centralised ledger, Bitcoin relies on 

market participants to confirm blocks 
in the chain. With a public blockchain, 
it is necessary to find a way to ensure 
the stability and security of the net-
work. To this end, generating incen-
tives for market participants to validate 
blocks and at the same time prevent 
attacks on the network, is essential. 
Bitcoin pioneered the mechanism of 
proof-of-work mining to do just that. It 
is the mechanism that makes the cryp-
to currency reliable. The downside is 
that it also requires significant energy 
and computing power.

What is proof-of-work mining 
and are there alternatives?

Crypto mining takes the idea of mining 
ore in the physical world, which can be 
used to mint physical coins, and adapts 
it to create a similar digital process – 
hence the name “mining”.

With Bitcoin, crypto mining is used to 
continuously generate coins. Since any-
one with the proper equipment can mine 
coins, coin generation is spread over 
time and over many market  participants. 
To avoid Bitcoin being dominated by a 
s ing le  ent i ty,  mining was  made 
intentionally hard, requiring computers 
to solve complicated calculations. 
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Having an energy-intensive mining 
process is not the only way to secure 
the public blockchain of a crypto as-
set. Major crypto communities are 
working on alternative approaches to 
alleviate issues related to mining.1 

The most promising alternative to 
mining currently seems to be proof-
of-stake. This alternative method to 
proof-of-work means that anyone who 
proves a stake in the crypto asset can 
validate transactions to regularly obtain 
coins – just as is the case when mining, 
but without the complex calculations. 
This solves the issues of needing lots 
of computational power and high en-
ergy consumption. Like buying stock 
to gain stockholder voting rights, hav-
ing a stake in a particular crypto asset 
can be proven by literally staking coins 
to become a validator, hence the name 
“proof-of-stake”. The second largest 
crypto currency, Ethereum, is in the 
process of transitioning from proof-of-
work to proof-of-stake. Other cryptos 

1	 �For example, the so called second layer technologies for Bitcoin, which settles transaction though a highly efficient overlay over the actual Bitcoin blockchain,  
reducing the number of transactions that need to be written to the Bitcoin blockchain itself and enabling significantly more efficient transaction processing.

like Cardano already operate using a 
proof-of-stake model.

CHA LLENGES

Barriers to a unified 
international approach

Industry and environmental interests 
are perfectly aligned on the mining is-
sue: The supply chain impact of min-
ing affects established industries and 
the use of power affects the environ-
ment. This ought to provide the per-
fect conditions for a transition away 
from proof-of-work. Despite this, law-
makers struggle to keep up with the 
crypto market.

It is hard to build a policy alliance 
around the issue of crypto mining 
amidst a plethora of other topics re-
lating to cryptos that might need to be 
addressed as well. This issue will reach 
a crescendo in the next four years as 
the market for cryptos is expected to 
grow exponentially.

If mining generates 
profits, it won’t stop

There is still strong demand for estab-
lished cryptos that rely on mining. The 
rewards for Bitcoin mining are high be-
cause if the value of one Bitcoin ris-
es, so does the overall reward – paid in 
Bitcoin – for mining. By the same log-
ic, if the value of Bitcoin drops, so does 
the reward for mining. China and Iran 
failed to understand this, and their min-
ing bans had little long-term effect on 
overall mining activity. Mining simply 
continued elsewhere. The best way to 
address the issue is not to introduce 
new bans but to foster technological 
innovation, to support cryptos moving 
away from proof-of-work mining and 
towards more sustainable approaches.

The crypto market is just emerging 
and needs to be fostered

Against this backdrop, heavy-handed 
regulation to rein in proof-of-work 

Source: Own illustration 
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crypto currencies might be tempting. 
However, we do not yet know how 
this new digital medium will shape 
the world of finance and what bene-
fits Europe and Germany might gain 
from fostering innovation. 

Ultimately, crypto is one of the few 
areas of innovation where Europe is 
not trailing behind the US and China 
– even though first signs of this are 
already manifesting. For example, 
Coinbase – an American publicly-
traded company with a market cap-
italisation over USD 50 billion – was 
the first to receive a German crypto 
custodian licence. As such, careful 
consideration is necessary to balance 
nudging markets towards alterna-
tives to proof-of-work while encour-
aging growth and innovation in the 
European crypto ecosystem.

RECOMMENDATIO NS

Build on existing EU initiatives

The new German government has a 
chance to make its economy more 
resilient, burnish its environmen-
tal credentials, and solve a problem 
that has confounded China and oth-
er powers. To solve this challenge, it 
is not feasible to generally discour-
age the use of cryptos. They are here 
to stay and that’s a good thing. Poli-
cy makers should consider aspects 
like the potential benefit for society, 
new opportunities for businesses, and 
future technological advances in their 
decision-making. 

But reducing the impact of proof-of-
work mining can be achieved by en-
couraging market participants to 
implement new technologies and 
transition to cryptos that use proof-
of-stake or similar methods instead. 
This basic principle should be at the 
core of German policies regarding 
crypto mining.

The EU already has two major related 
initiatives that Germany can use as a 
starting point:

•	 The Markets in Crypto-Assets 
Regulation (MiCA) aims  to estab-
lish an EU single market for crypto 
assets. The goal is to boost innova-
tion while preserving financial sta-
bility and protecting investors from 
risks. The new German government 
should take a leading role in flanking 
this initiative with efforts to shape a 
new concerted European approach 
to cryptos. Finding and implement-
ing technological innovation – most 
importantly alternatives to proof-of-
work mining – should be encouraged 
while fostering instead of penalising 
the crypto ecosystem.

•	 The EU emissions trading system 
(EU ETS) covers energy-intensive 
industries like steel works or oil re-
fineries, which can buy emission al-
lowances. Since mining primarily 
occurs outside of EU borders, proof-
of-work crypto assets also need to 
be covered by the upcoming carbon 
border adjustment mechanism 
(CBAM). Germany should ensure the 
EU explores feasible options to in-
clude cryptos in these mechanisms.

Connect with crypto experts

Considering the high mobility and dig-
ital nature of crypto mining, it is not 
obvious how to incorporate cryptos 
into these mechanisms or whether 
this is even possible. As ever, lawmak-
ers need the best available expertise. 
A dedicated team of crypto experts 
is needed. These experts should be 
tasked with following the fast-paced 
developments in the crypto space and 
be able to quickly react to issues like 
crypto mining when needed. In the 
case of a newly formed digital minis-
try or expansion of the state ministry 
for digital affairs in the chancellery, a 
department should be created to fo-
cus on cryptos. This new department 
should also be responsible for link-
ing-up with stakeholders from civil 
society, industry, and finance.


